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Introduction

The month-long Russia-Ukraine conflict, which began on 
February 24, 2022, has instilled a novel chain of cyber tactics 
and techniques that will remain a testimony to the new age 
of Cyberwarfare. This hybrid model of warfare has acted as 
a major catalyst towards introspection of military and cyber 
warfare doctrines worldwide. Cyble Research Labs continues 
to track the minutest developments in the cyber conflict 
between Russia and Ukraine on a real-time basis.

Russia and Ukraine – Geopolitical stakes
Russia and Ukraine have been on hostile terms since the fall of the Soviet Union when Ukraine 
decided to choose to pursue its independence from the Union in 1991. After signing the 
Budapest Memorandum in 1994 by Russia, Ukraine, the U.S., and the U.K., Ukraine transferred 
its Soviet-era nuclear arsenal to Russia. It received the sovereignty of its territory in return. 
These events led to the 2004 Ukrainian presidential elections when a pro-Russian candidate 
(Viktor Yanukovych) was elected. This was followed by the overturn of election results due to 
the infamous Orange Revolution by the Ukrainians’ with pro-west candidate (Viktor Yushchenko) 
coming into power. 
However, this did not change the economic conditions and bring about the perceived 
progress after the 2004 elections, which led to the emergence of radical Ukrainian nationalist 
groups. Further, in 2008, Russia vehemently opposed NATO membership for Ukraine. 
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Cyber Intrusions to Cyberwar

Introduction

The first instance of cyber hostilities among the neighbors was reported in 2010 when 
Operation Snake (aka Threat Actor (T.A.) Uroborus/Turla/ Krypton/Venomous Bear) was 
observed sneaking into Ukrainian networks since 2010. Subsequently, Operation Armageddon 
(by APT group Gamaredon) is understood to be a part of the widely reported Russian cyber-
campaign against Ukraine in 2013-14 to aid advancements in Crimea. Communication centers 
and fiber optics were targeted, along with DDoS attacks on the Ukrainian government and 
media websites. 

In December 2015, Ukraine’s intelligence agencies attributed a cyberattack on its power 
distribution facility to Russian-backed BlackEnergy 3 malware (Threat Actor (T.A.) Sandworm 
Team aka BlackEnergy/ELECTRUM/Iron Viking/Quedagh). 

This was swiftly followed by a series of attacks on Ukraine’s power transmission facility, the 
State Treasury, the Pension Services, and the Boryspil airport between January to December 
2016. The Advanced Persistent Threats (APTs) identified in those times were APT29 (aka 
Cozy Duke/Bear) and APT28 (aka Sofacy Group/Tsar Team/Pawn Storm/Fancy Bear). 

In May 2016, the Threat Actor (TA) groups FalconsFlame and Trinity, under their operation 
#OpMay9, targeted nine self-proclaimed Donetsk People’s Republics (DPR) websites of Russia 
and defaced them with pro-Ukrainian videos.

In July 2016, Russian media-outlet Channel-One servers were hacked by a cyberattack 
alliance of TA FalconsFlame, TA Trinity, and TA Rukh8. Subsequently, in October 2016, 
an alleged Ukrainian hacking group CyberHunta leaked several e-mails between Russian 
politicians and businessman Vladislav Surkov that illustrated plans to politically upset Ukraine 
and coordinate affairs with major opposition leaders in DPR. 

In 2017, sophisticated cyberattacks were carried out using Petya malware that affected 
government setups, including ministries, banks, transportation networks, other state-owned 
enterprises, as well as private telecom, electricity, and media sector entities. 

Following the crackdown by Ukrainian President Zelenskyy on Ukraine-based pro-Russian 
businessmen, Russia amassed troops on the Russia-Ukraine border in December 2021. The 
January 2022 negotiations between Russia and NATO about the security concessions and 
expostulation for the inclusion of Ukraine in NATO proved to be futile.

In the wake of these failed negotiations, a massive wave of cyberattacks was witnessed on 
Ukrainian infrastructures that followed until the announcement of a full-scale offensive by 
Russia. These cyberattacks and the Ukrainian counterattacks have only intensified since. 

In 2010, the earlier deposed Viktor Yanukovych came in power with the support of the 
country’s Eastern region and Russia. Yanukovych’s inexplicable refusal to join the European 
Union in 2013 led to Euromaidan protests in the country, and he subsequently fled to Russia 
in February 2014. These events precipitated the first border conflict in Crimea, leading to 
Russia’s annexation of the Crimean peninsula in 2015. 
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Sequence of Events

A chronology of various cyber activities as observed by Cyble Research Labs is depicted 
through these below timelines. Over January and February until the announcement of Russia’s 
“special military operation” (where Russian forces entered Ukraine), we observed major 
activities towards Ukrainian infrastructure by various Threat Actors (TAs) and Advanced 
Persistent Threats (APTs). 

After the announcement of IT Army of Ukraine on February 26, 2022, a spike in counterattacks 
from Ukraine sympathizing TAs was observed.

Jan 13, 2022

Jan 14, 2022

Jan 19, 2022 Feb 19, 2022

Feb 15, 2022 Feb 22, 2022

WhisperGate family of 
malware discovered 
targeting Ukrainian 
organizations

Cyclops Blink malware 
targeting country-wide 
Ukrainian systems and 
networks

Gamaredon aka Primitive 
Bear APT Group discovered 
targeting Ukraine

Series of DDoS Attacks 
against Ukrainian banking 
and Government Infra

Actor Carzita from 
announced launch 
defacement attacks on 
February 22, 2022, against 
the Ukraine

Actor NetSec targets:
• U.S. Defense Technical 

Information Center (DTIC)
• U.S. Strategic Command 

(USSTRATCOM)
• U.S. Army Special Operations 

Center of Excellence (SOCoE)
• U.S. Army Special Operations 

Command (USASOC)
• U.S. Army Training and 

Doctrine Command 
(TRADOC)

Figure-1: Chronology of prominent cyberattacks against Ukraine Jan-Feb 2022

Figure-2: Chronology of cyberattacks after declaration of war in Week 1

Feb 23, 2022

Feb 24, 2022

Feb 25, 2022 Feb 27, 2022

Feb 26, 2022

Feb 28, 2022

• Hermetic Wiper  
discovered in Ukrainian 
infrastructure such as 
websites, banks, Govt. 
entities etc. 

• Threat Actor FreeCivilian 
claimed to deface Ministry 
of Internal Affairs website

• NetSec (aka Scarfac33) 
claimed to compromise 
software program 
managed and developed 
by the U.S. Army’s PEO EIS

• DataFor released 90k PII 
records belonging to an 
undisclosed U.S. 
intelligence agency. 

• NetSec (aka Scarfac33) 
releases email and 
encrypted passwords 
allegedly belonging to FSB 
and Lockheed Martin 
Corporation

• Conti Ransomware Group 
announces their support 
for Russian government

• Ukraine Govt releases 
Telegram channel "IT 
ARMY of Ukraine" calling 
for cyber attacks against 
Russia

• TA theMxOnday defaces 
26 Ukrainian education 
websites

• AgainstTheWest claims 
that it compromised 
Central Bank of Russia and 
several government 
websites (Russian Space 
Forces, Ministry of 
Transport of Russia, Russia 
Airlines, Russian 
Emergency Situations 
Ministry, and many more)

• TA theMxOnday defaces 4 
Ukrainian education 
websites

• AgainstTheWest claims 
compromise of 
Brandquad, Magnit, 
Chermet LLC, Kvazar LLC, 
JuicyScore

• AgainstTheWest claims 
compromise of The Union 
State of Belarus & Russian 
relations

Feb 27, 2022

• KelvinSecurityTeam 
compromises Russia 
Today News channel's 
merchandise shop 

• Network Battalions 65' 
claimed to compromise 
Moscow Nuclear Safety 
Institute
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Sequence of Events

In Week-2 of the conflict, various threat actors showcased their support to either side by 
launching cyberattacks on behalf of both Russia and Ukraine.

Subsequently, in Week-2, the TA BlueHornet/AgainstTheWest intensified its attacks against 
various Russian public and private entities and Chinese technology companies. Another TA 
Network Battalions 65 exploited Russian antivirus company Kaspersky source codes. The TA 
Mx0nday claimed to deface 25 Ukrainian education websites. 

Figure-3: Chronology of cyberattacks in Week-2 of the Russia-Ukraine war

Figure-4: Chronology of cyberattacks in Week-2 of the Russia-Ukraine war

Feb. 28, 2022

March 1, 2022

March 2, 2022 March 4, 2022

March 3, 2022 March 5, 2022

AgainstTheWest claims 
Compromise of Ministry of 
Economic Development 
Russian Federation, Saint 
Petersburg City 
Administration, Ministry of 
Agriculture and Food of 
Belarus, Mail.ru 
development infrastructure, 
AMD Russia

Network Battalions 65' claims 
that it shut down Russian 
space agency - Roscosmos

Stormous Ransomware group 
announces their support to 
Russia in targeting Ukraine & 
its allies and claims to have 
compromised The Ministry of 
Foreign Affairs of Ukraine

• AgainstTheWest claims the 
compromise of OJSC Ak Bars 
Holding, Novolipetsk Steel 
(NLMK), China-based Greatwall 
Computer Software & System Co. Ltd., 
the State Administration for Science, 
Technology, and Industry for National 
Defence

• Stormous Ransomware group claims 
the compromise and data leak of a 
U.S-based MFT Automation

• AgainstTheWest claimed 
compromise of Chinese 
Prison system and Russia's 
multinational energy 
corporation Gazprom

• Stormous Ransomware 
group claimed to 
compromise Izba 
Rozliczeniowa Gield 
Towarowych S.A. (IRGiT)

• AgainstTheWest claimed 
compromise of Russia's largest 
food retailer, Magnit 
and Dolgoprudnenskoe Scientific 
Production Plant (DNPP)

• Stormous Ransomware group 
claimed to compromise 
Ukrainian-Maltese video game 
company 4A Games Limited
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Sequence of Events

Week-3 of the cyberattack witnessed phishing attacks on Ukraine by APT28 and the SPECTR 
malware attack by T.A. Vermin. While the TA BlueHornet/AgainstTheWest targeted Nestlé -  
an alleged move to penalize Nestlé for not exiting from Russia. The TA also announced a 
collaboration with another T.A., THEGHOSTSQUAD, to further target Russia. 

Figure-5: Chronology of cyberattacks in Week-3 of the Russia-Ukraine war

March 12, 2022

March 16, 2022

March 17, 2022 March 19, 2022

March 18, 2022 March 20, 2022

 BlueHornet/ 
AgainstTheWest
attacks and leaks 
data of Hyundai 
Hong Kong, 
Huawei 
Technologies Co. 
Ltd.

 Vermin attacks Ukrainian 
state-establishments using 
SPECTR malware

 DDoSecrets Leaked 360k files 
from Russian Federal Service 
for Supervision of 
Communications, Information 
Technology and Mass Media

 Phishing attack  
by APT28 using 
emails from 
UKR.net

 CaddyWiper

Stormous
Ransomware group 
hacks  and leaks US-
based Aurora 
Innovation Inc data

 InvisiMole attacks 
Ukrainian 
government 
organisations with 
LoadEdge
malware first 
observed in 
February 2022, 
supposed to be in 
development 
since February 
2021)

 BlueHornet/ 
AgainstTheWest
claimed 
compromising 
The Ministry of 
Transport of 
the People's 
Republic of 
China

 NetSec (aka 
Scarfac33) leaked 
email and hashed 
passwords 
allegedly belonging 
to SolarWinds 
Corporation and 
Bank of America

 BlueHornet/ 
AgainstTheWest Leaked 
a small set of employees 
database belonging to 
the Nestlé (Targeted 
Nestle alleged for not 
exiting Russia), backend 
data of NICA (Nuclotron-
based Ion Collider 
facility) - Joint Institute 
for Nuclear Research 
Dubna, Russia

 BlueHornet/ 
AgainstTheWest
claimed compromising 
The Ministry of Natural 
Resources and 
Environment, Russia.

 Announced collaboration 
with THEGHOSTQUAD 
#GC to target Russia
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Sequence of Events

Figure-6: Chronology of cyberattacks in Week-4 of the Russia-Ukraine war

The TA BlueHornet/AgainstTheWest claimed to compromise Russian defense manufacturer 
Almaz-Antey and RedMine (an open-source, web-based project management and issue 
tracking tool) servers in Belarus. CERT Ukraine issued a warning against the HeadeTip 
malware attack by TA UAC-0026, DoubleZero malware by TA UAC-0088, and Cobalt Strike 
Beacon malware attack by the T.A. GhostWriter. 
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Figure-7: Threat Actors declaring their allegiance on forums to Russia/Ukraine

Attack Attributes

Compared to conventional acts of warfare, where the attacker can be identified, cyberwar 
attacks cannot be accurately attributed with the same degree of certainty. We have further 
analyzed the attack characteristics to understand this cyberwar better. In a recent blog, we 
highlighted the allegiance of various threat actors on both sides. 

Similar to a conventional military conflict, this ongoing cyberwar saw the use of a fog 
of disinformation and propaganda to gain advantage over the adversary. While most of 
the claims are legitimate, a few were oriented to capture the limelight and enhance the 
international support for either side in the conflict. 

Notable examples of such propaganda include the “Ghost of Kyiv,” a Ukrainian Mig-29 pilot 
who allegedly engaged and destroyed 6 Russian warplanes in a single encounter, and a 
deepfake video of Ukrainian President Volodymyr Zelenskyy apparently surrendering at a 
press conference.

https://blog.cyble.com/2022/03/03/ongoing-cyberwarfare-2/
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Attack Attributes

Malware Campaigns
WhisperGate Malware:

Based on an investigation by the Microsoft Threat Intelligence Center (MSTIC), multiple 
enterprises in Ukraine were targeted by a devastating malware dubbed WhisperGate, which 
first emerged on target systems in Ukraine on January 13, 2022. The malware is designed to 
behave like ransomware, but it lacked a ransom recovery mechanism and rendered targeted 
machines inoperable rather than demanding a ransom. This malware campaign was focused 
on disrupting the services of government agencies, non-profit organizations, or private 
entities located in Ukraine.

Cyble Research Labs published a detailed analysis in the report covering the tactics, 
techniques, and procedures employed by the WhisperGate malware.

HermeticWiper and IsaacWiper Malware:

Open sources revealed that the Ukraine-wide computer networks were attacked by a new set 
of malware dubbed HermeticWiper that intended to corrupt the Master Boot Records (MBR) 
and wipe the data of the infected systems. Slovakian cybersecurity company ESET Research 
discovered the first instance of this malware on February 23, 2022. On February 24, 2022, 
the Ukrainian government infrastructure was attacked by another wiper malware dubbed 
IsaacWiper. (Ref. ESET).

Security researchers anticipated that these data wiper malware have similar malicious 
behavior to the WhisperGate malware, which was observed in January 2022 targeting 
Ukrainian organizations disguised as ransomware. Cyble Research Labs published a report 
covering HermeticWiper and IsaacWiper. 

Gamaredon/ACTINIUM/Primitive Bear APT Group:

The Gamaredon APT has been targeting Ukrainian infrastructure for a decade. The APT group 
became active again during October 2021. On February 2022, Palo Alto Networks’ Unit 42 and 
Microsoft’s Threat Intelligence Center (MSTIC) reportedly discovered several spear-phishing 
attacks where Gamaredon/ACTINIUM APT group actively targeted to compromise accounts 
belonging to critical Ukrainian organizations. These organizations included entities whose 
role is to ensure the security of Ukrainian territory and those involved in international and 
humanitarian aid to Ukraine during the military crisis.

Cyclops Blink Malware:

On February 23, 2022, the US-based Cybersecurity and Infrastructure Security Agency (CISA) 
published a warning stating the Indicators of Compromise (IOCs) and Tactics, Techniques, 
and Procedures (TTPs) relevant to the Cyclops Blink malware. The agencies described the 
Cyclops Blink malware as a new variant of the VPNFilter malware, suggesting that these 
malicious campaigns originated from the Russian state-sponsored APT group, Sandworm/
Voodoo Bear.

https://blog.cyble.com/2022/02/01/whispergate-malware-deep-dive-analysis/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine/
https://blog.cyble.com/2022/03/04/ongoing-cyberwarfare-a-look-at-the-key-cyberattacks/
https://unit42.paloaltonetworks.com/gamaredon-primitive-bear-ukraine-update-2021/
https://www.microsoft.com/security/blog/2022/02/04/actinium-targets-ukrainian-organizations/
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Attack Attributes

Recently, various cyber security companies, including ASUS, published reports suggesting 
that the APT group impacted WatchGuard Firebox and ASUS devices due to the critical 
vulnerabilities (Ref. BleepingComputer).

CaddyWiper Malware: 

On March 14, 2022, the ESET identified another malware dubbed CaddyWiper, which was 
designed to wipe data across the Windows domains. ESET stated that the CaddyWiper 
did not bear similarities with the previously observed wiper malware such as WhisperGate, 
HermeticWiper, and IsaacWiper.

DoubleZero Malware:

On March 17, 2022, the Computer Emergency Response Team of Ukraine (CERT-UA) reported 
a new strain of malware developed using the C# programming language labeled DoubleZero, 
attempting to target Ukrainian enterprises. 

During CERT-UA’s investigation revealed one of the malicious file archives named as “Вирус... 
крайне опасно!!!.zip” (Eng. “Virus ... extremely dangerous !!!. Zip”), with a malicious .NET 
program code obfuscated into it. The two stages included overwriting of files with zero 
blocks of 4096 bytes and using API-calls NtFileOpen, NtFsControlFile. Once the malware 
successfully overwrites the non-systems files, the Windows registries files classified under 
“HKCU, HKU, HKLM, HKLM \ BCD” were destroyed from the targeted machine.

Figure-8: Screenshot representing the malicious code from DoubleZero malware (Source: CERT-UA)

https://www.bleepingcomputer.com/news/security/asus-warns-of-cyclops-blink-malware-attacks-targeting-routers/
https://welivesecurity.com/2022/03/15/caddywiper-new-wiper-malware-discovered-ukraine/
https://cert.gov.ua/article/38088
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Attack Attributes

HeaderTip Malware:

On March 22, 2022, CERT-UA reported a previously observed (since September 2021) 
malware known as HeaderTip under the UAC-0026 APT group identifier. As per the reported 
modus operandi of the malware suspected to be associated with Scarab APT, it downloads 
and executes additional DLL files to an infected instance. 

CERT-UA identified the malicious archive named “Про збереження відеоматеріалів з 
фіксацією злочинних дій армії російської федерації.rar” (Eng. “the preservation of video 
recordings of the criminal actions of the army of the Russian Federation.rar”) consisting of 
an executable with the same name. Upon execution, the malware created a bait document 
named “# 2163_02_33-2022.pdf”, a DLL file named “officecleaner.dat,” and a BAT file named 
“officecleaner” removed. .bat “. The DLL file was classified as the HeaderTip malware program, 
which is responsible for executing other malicious downloads and DLL files.

Figure-9: The bait document “# 2163_02_33-2022.pdf” and malicious DLL file code (Source: CERT-UA) 

https://cert.gov.ua/article/38088
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Attack Attributes

Figure-10: The malicious archives and the .NET executable code (Source: CERT-UA)

Cobalt Strike Beacon:

On March 23, 2022, the CERT-UA reported malware impacting Ukrainian networks and being 
tracked as “Cobal Strike Beacon.” Beacon is a malware payload that allows an attacker greater 
control over a compromised machine. Based on the malicious IOCs and signatures, CERT-
UA linkeded the malware campaign with Belarusian APT group UAC-0051, also known as 
UNC1151, with a medium degree of confidence.

CERT-UA identified the malicious archive named “Диверсанти.rar” (Eng. “Saboteurs.rar”) 
which recursively contained archive “Диверсанти 21.03.rar” (Eng. “Saboteurs 21.03.rar”) and 
a SFX archive named “Диверсанти filercs.rar” (Eng. “Saboteurs filercs.rar”). The SFX archive 
consisted of a bait document and image and a VBScript code-named Thumbs.db, which 
created a .NET executable “dhdhk0k34.com” affecting the target machine.

https://cert.gov.ua/article/38088
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Attack Attributes

Phishing Campaigns
MicroBackdoor:

On March 7, 2022, CERT-UA reported that government organizations had been the target of 
several malicious attacks via a publicly available backdoor program, MicroBackdoor. According 
to CERT-UA, the malware campaign bore similarities to similar campaigns launched by the 
Belarusian state APT group UAC-0051, also known as UNC1151.

Summary of TTPs: 

The phishing e-mails came attached with a malicious file named “довідка.zip” (Eng. Dovidka.
zip) along with a contextual help file (Microsoft Compiled HTML Help) “dovidka.chm” which 
consisted of an “image.jpg” and an HTML application (HTA) file “file.htm” embedded with a 
malicious VBScript code. Upon interactions, the malicious VBScript created a dropper “ignit.
vbs,” which decoded the .NET loader “core.dll” and executed the MicroBackdoor malware.

Figure-11: Malicious HTML application (HTA) file file.htm and bait image image.jpg (Source: CERT-UA)
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Figure-12: Phishing e-mail body and malicious attachment file ‘лист підтримки.xlsx’ (Source: CERT-UA)

Attack Attributes

FormBook:

On March 9, 2022, The Malwarebytes Threat Intelligence team discovered a phishing 
campaign targeting Ukrainian residents, luring them into downloading Formbook malware. The 
malware enticed victims to open the malware dis letter of authorization from the government 
to receive payments. CERT-UA published a report stating the TTPs of the malware. The 
malicious attacks are being tracked under the APT group code UAC-0041.

Summary of TTPs: 

The phishing e-mail consisted of a spreadsheet file “лист підтримки.xlsx” (Eng. support letter.
xlsx) in the attachments which activated a macro that downloads and executed the FormBook 
(aka XLoader) malware. The malware intended to steal the authentication codes of software 
installed on the infected machine and then share this with attackers. (See image below).

SPECTR:

On March 17, 2022, the CERT-UA stated that the Ukrainian government’s infrastructure had 
been struck by a major spear-phishing effort to deliver the SPECTR malware. This campaign 
was attributed to the APT group UAC-0020 aka Vermin. 
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Attack Attributes

Summary of TTPs: 

The phishing e-mails were attached with a password-protected archive “ДВТПРОВТ.rar” 
(Eng. DVTPROVT.rar) which contained an executable file called “4222 VP MOU to the letter 
DVTPROVT from 09.03.22 403-5-1324.rtf” and its soft link. The malicious file further dropped 
SPECTR malware and its components named SPECTR.Usb, SPECTR.Shell, SPECTR.Fs, 
SPECTR.Info, SPECTR.Archiver and other components. (See image below)

LoadEdge:

On March 18, 2022, CERT-UA published another report stating phishing campaigns aimed 
at spreading the LoadEdge backdoor targeting Ukrainian enterprises. CERT attributed the 
campaign to the APT group dubbed UAC-0035 aka InvisiMole.

Summary of TTPs: 

The phishing e-mails were distributed to the Ukrainian state officials with an attachment 
named “501_25_103.zip” and its soft link, which, if clicked, downloaded the HTML application 
(HTA) file and executed on the targeted machine. The HTA file has a VBScript code 
embedded, which will further extract the malicious payload dubbed LoadEdge. The malware 
was designed to disrupt the machine operations with the use of modules such as TunnelMole 
(DNS backdoor) and RC2CL

Figure-13: IOCs observed in the SPECTR phishing campaign (Source: CERT-UA)
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Attack Attributes

Figure-14: Malicious HTML application (HTA) file file.htm and the VBscript embedded to it (Source: CERT-UA)

Figure-15: Malicious e-mail delivering AgentTesla RAT (Source: Cyble)

AgentTesla RAT: 

Cyble Research Labs recently discovered that the AgentTesla RAT, a notorious .NET-based 
RAT operating since 2014, recently employed tactics to spread spear-phishing e-mails themed 
over the ongoing military conflict. 

Summary of TTPs: 

The e-mails were observed with the text “URGENT MEETING FOR ANNUAL FINANCIAL 
REPORTS REGARDING THE WAR IN UKRAINE” in the subject body to lure potential targets. 
The phishing e-mails consisted of a compressed file dubbed “Company Financial Meeting.
rar” in attachment, which further included a malicious payload “excatalogue.exe” of the 
AgentTesla. (See screenshot of the phishing e-mail)
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Attack Attributes

In their advisory, another incident highlighted by FortiGuard Labs described a phishing 
e-mail under the garb of sending a purchase order addressed to a Ukrainian manufacturing 
organization that deals with raw materials and chemicals. The e-mail contained a PowerPoint 
attachment in PPAM file format that gives attackers extra functionality, such as extra 
commands, custom macros, and new tools. Whereas it was a sophisticated, multi-stage effort 
to deploy the Agent Tesla RAT (Remote Access Trojan).

Figure-16: Threat Actors declaring their allegiance on forums to Russia/Ukraine

Breaches and Compromises
Amidst the ongoing military conflict, Cyble Research Labs observed a rapid increase in cyber 
threat activities and related discussions in cybercrime forums targeting Ukraine, U.S., Russia, 
Belarus, and China. Notable cybercrime threat actors pledged allegiance to both sides in the 
cyberwar amidst the military crisis (as shown in the figure below).

•	 AgainstTheWest/BlueHornet

•	 Spectre

•	 KelvinSecurityTeam

•	 Network Battalions 65’

•	 AnonGh0st and other Anonymous 
Collectives

Threat actors aligned with Ukraine

•	 Carzita

•	 NetSec (aka Scarfac33)

•	 FreeCivilian

•	 Conti Ransomware Group

•	 Stormous Ransomware Group

•	 theMx0nday

Threat actors aligned with Russia

Carzita:

On February 19, 2022, a newly registered member of the RaidForums, threat actor Carzita, 
announced their plans to launch coordinated defacement attacks starting February 22, 2022, 
against the Ukrainian infrastructure, including banks, defense, and government websites, 
using their alleged dedicated infrastructure. 

This was the first of the many notable forum posts observed by Cyble Research Labs, which 
explicitly announced the intent to target Ukrainian infrastructure. The actor was banned from 
the RaidForums after their announcement against Ukraine, and we have not observed the 
actor’s underground footprint since then. However, the actor Carzita’s historical activities 
suggest their alleged involvement in defacements attacks against several corporate websites. 
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Attack Attributes

AgainstTheWest/BlueHornet:

On February 26, 2022, the TA AgainstTheWest/BlueHornet, who was previously active in the 
cybercrime forums, created a Telegram channel supporting Ukraine while targeting Russian 
infrastructure. Since then, the actor group has claimed several Russian and Belarusian 
infrastructure compromises and leaked data associated with the impacted organizations. 

On March 6, 2022, the actor group released multiple announcements suggesting the actor 
grew their attack surface to target China, Iran, North Korea, Belarus, and Hong Kong due to 
their alleged support to the Russian government. The actor group has also been coordinating 
with Anonymous collectives such as “ᴛʜᴇɢʜᴏꜱᴛꜱQᴜᴀᴅ” for disrupting Russian infrastructure. The 
most notable targets claimed by the actor group were identified as:

•	 Russian Space Forces

•	 Saint Petersburg City Administration

•	 Ministry of Economic Development 
Russian Federation

•	 Central Bank of Russia

•	 Gazprom and Trinity Group

•	 Dolgoprudnenskoe Scientific Production 
Plant (DNPP)

•	 PJSC VimpelCom

•	 JSC Concern VKO “Almaz-Antey”

•	 The Union State of Belarus & Russian 
relations

•	 Ministry of Agriculture and Food of Belarus

•	 Greatwall Computer Software & System 
Co. Ltd.

•	 State Administration for Science, 
Technology, and Industry for National 
Defence

•	 Xiaomi Corporation

•	 Hyundai Hong Kong

•	 Huawei Technologies Co. Ltd.

•	 The Ministry of Transport of the People’s 
Republic of China
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•	 The Ministry of Foreign Affairs of Ukraine

•	 Amtech Corporation

•	 Roosevelt Elementary School District

•	 MFT Automation

•	 Izba Rozliczeniowa Gield Towarowych S.A. 
(IRGiT)

•	 4A Games Limited

•	 Epic Games, Inc.

•	 Aurora Innovation, Inc.

•	 U.S. Defense Technical Information Center (DTIC) 
•	 U.S. Strategic Command (USSTRATCOM)
•	 U.S. Army Special Operations Center of Excellence (SOCoE)
•	 U.S. Army Special Operations Command (USASOC)
•	 U.S. Army Training and Doctrine Command (TRADOC)
•	 Lockheed Martin Corporation
•	 Bank of America
•	 SolarWinds Corporation

Stormous Ransomware Group:

The Arabic-speaking threat actor (preassembly APT group) Stormous Ransomware Group has 
been active in the Telegram channel since early 2022. On March 1, 2022, they announced 
their support for the Russian government in targeting Ukraine and started claiming the 
compromise of several Ukrainian and US-based government and private organizations. The 
actor’s claims were dubious initially, and it was assumed that these were the actions of a 
scammer on their Telegram channel. However, the actor has been observed in evolving their 
tactics and has adopted a modus operandi identical to that of the other ransomware groups, 
releasing the compromised data on their ransomware blogs. The most notable targets claimed 
by the actor were identified as:

Actor NetSec (aka Scrafac33):

On February 24, 2022, the threat actor NetSec (aka Scarfac33), active at now-defunct 
cybercrime forums Raidforums, started with a thread instigating cyber-attacks and raids 
against infrastructure belonging to the United States. The most notable targets claimed by 
the actor were identified as:
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Conti Ransomware Group:

On February 25, 2022, the Conti Ransomware Group released a statement on their website 
supporting the Russian government retaliating against Ukraine. It modified the statement 
on February 27, 2022, stating their allegiance to Russia in countering cyber aggression 
by Western countries. The actor continued to release data belonging to the targeted 
organizations. Cyble Research Labs published a report covering activities of the ransomware 
groups stating their allegiance to Russia (Ref. March 3, 2022: Ongoing Cyberwarfare – Threat 
Actors Declare Allegiance To Ukraine And Russia).

Defacement, DDoS Attacks, and Hacktivism
On January 14, 2022, about 70 websites of the Ukraine government were hit by massive 
defacement attacks with a note in Ukrainian, Russian and Polish. The websites were restored 
within the hours after the attacks, impacting several publicly accessible government portals. 
The Ukrainian government officials attributed the attacks to the cyber espionage group 
UNC1151 operated by the Belarusian Intelligence. (Ref.: Reuters)

Following the defacement attacks, a series of Distributed Denial of Service (DDoS) attacks 
were launched starting February 15, 2022, impacting government, military, and banks. 
Notable victims of these targets include the State Savings Bank of Ukraine (Oschadbank) 
and PrivatBank. An investigation by Cado Security revealed that attacks originated from a 
command-and-control server hosting Katana malware, a variant of Mirai Botnet. Various 
reports suggested that Russia sponsored the attacks. 

On February 23, 2022, the State Special Communications Service of Ukraine disclosed the 
recurring series of DDoS attacks targeting several government and banking institutions, 
including the Ministry of Foreign Affairs, Ministry of Defense, Ministry of Internal Affairs, 
Security Service (SBU), and Cabinet of Minister’s websites. An investigative report by 
Bellingcat suspected that the attacks were linked to Russia’s military intelligence (GRU).

From February 26, 2022 – March 10, 2022, the threat actor theMx0nday claimed to deface 
over 50 websites belonging to the Ukrainian educational organizations and uploaded their 
claims on the online cybercrime archive Zone-H website.

Several hacktivists’ factions working under the ‘Anonymous’ collectives declared cyberwar 
to retaliate against Russia in support of Ukraine. The factions took their activities to Twitter 
using the hashtag #OpRussia #OpNoWar #OpKremlin #FreeUkraine #FreeAnons, and many 
more. On February 27, 2022, one of such hacktivist groups, ‘Anonymous T.V.,’ claimed to 
have brought down over 300 websites belonging to the Russian government and banking 
organizations. The hacktivist group previously claimed to compromise a website belonging to 
the Russian Ministry of Defence and allegedly leaked the compromised database.  
(Ref.: Twitter)

https://blog.cyble.com/2022/03/03/ongoing-cyberwarfare-2/
https://blog.cyble.com/2022/03/03/ongoing-cyberwarfare-2/
https://www.reuters.com/world/europe/exclusive-ukraine-suspects-group-linked-belarus-intelligence-over-cyberattack-2022-01-15/
https://www.cadosecurity.com/technical-analysis-of-the-ddos-attacks-against-ukrainian-websites/
https://www.wired.com/story/ukraine-ddos-russia-crypo-roblox-security-news/
https://www.bellingcat.com/news/2022/02/23/attack-on-ukrainian-government-websites-linked-to-russian-gru-hackers/
https://twitter.com/YourAnonTV/status/1497846153660014593
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•	 ᴛʜᴇɢʜᴏꜱᴛꜱQᴜᴀᴅ #GC(@ghostclan__)

•	 V0g3lSec (@v0g3lSec)

•	 ❤️🕊🏴‍☠P️uckArks 🏴‍☠🕊️❤️ (@PucksReturn)

•	 Anonymous OpRedScare �🇦  (@AnonOpRedScare)

•	 Squad303 (@squad3o3)

•	 GSM aka GhostSec (@GS_M4F14)

•	 SHDWSec (@shdwpnda)

•	 Anonymous (@LiteMods)

Since February, we have observed the following Anonymous Collectives and Hacktivists 
groups on Twitter actively claimed to target Russia:
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After two years of the COVID19 pandemic, the world had just gotten into a recovery mode 
from the severe financial burden inflicted. Still, the present conflict has pushed many 
countries’ economies into an abysmal state. The conflict has initiated a stream of events 
leading to sanctions on Russia and economic war that affects Russia and the E.U. and 
various other countries in Africa, Asia, and South America. The highlights of the recent turn of 
economic activities are as follows:

•	 Russian banks have been excluded from using the U.K. financial system.

•	 Russian banks were banned from using the international financial messaging system Swift, 
leading to a surge in cryptocurrency. 

•	 Russia has also been suspended from the Central Banks’ Organization (the Bank for 
International Settlements).

•	 Big4 Subsidiaries such as Deloitte, KPMG, EY, and PricewaterhouseCoopers (PwC) have 
exited Russia. 

•	 Russia may look to develop its own payment banking infrastructure with supporting 
countries. 

In today’s globalized economy, no entity is immune to the ripple effect of conflicts of this 
scale. The modern technology used in this conflict has raised serious concerns for global 
companies, particularly those in sensitive and technology-based industries. This technological 
dependence has increased the risks of cyberattacks on not just multi-national corporations 
but also small businesses. The world may still abstain from conventional military intervention, 
but the Russian-Ukrainian conflict has pushed the world to the brink of a global cyberwar. 
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Cyble Research Labs is continuously monitoring the impact of cyberwar on various industries. 
The following statistics denote a fair estimation of the type and number of organizations 
that have been affected so far by the individual threat actors and threat groups in Ukraine, 
the U.S., Russia, Belarus, and China. From the summary of events, we can conclude that 
government organizations, including state-owned banks and defense enterprises, followed 
by technology intensive enterprises, are the worst hit by these sophisticated, frequent 
cyberattacks.

Against the backdrop of targeting government entities, we identified key critical 
infrastructures targeted by the threat actors on both Russian and Ukrainian sides. Among 
the ones highlighted in the infographic, it is worthwhile to mention that Russian gas company 
Gazprom has been targeted thrice since the onset of the conflict. 

Figure-17: Sectors affected due to Russia-Ukraine cyberwar
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Sectoral Impact

2022

Figure-18: Critical infrastructures targeted by threat actors on both sides
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Cyberwar and the Spill-over Effect 

The Ukraine-Russia war has led to both sides being easy targets for various cyberattacks 
from various state and non-state actors. Ukraine enjoys commonality in infrastructure to 
the West and presents an obvious target to Russia and other similarly opinionated anti-West 
countries. 

However, Ukraine’s capability to defend its cyber assets is limited. Hence an” I.T. Army” was 
convened by Mykhailo Fedorov, the Vice Prime Minister and Minister of Digital Transformation. 
Fedorov also requested the assistance of cyber specialists through a Telegram post with a 
target list of 31 websites of Russian business and state organizations. 

Today, the machinery for launching a cyberattack can be easily sourced from various 
cybercrime forums, social media channels, GitHub code repositories, etc., including the 
methodology to deploy such an attack. This has made involvement in the conflict more 
accessible to even those without a technical or cybersecurity background.

The present cyberwar situation is extremely volatile and seems contained to select countries 
or corporations. However, this can turn catastrophic as the situation deteriorates due to 
economic sanctions and Western criticism of Russia’s actions.

Bearing in mind that no incident is in isolation in a cyberwar, spillover effects could spread like 
wildfire. The spillovers are more likely to get followed from the government to private entities, 
as the latter has relatively lesser access to intelligence resources to detect and counteract at 
initial stages. 

A very recent incident reported in 2021 about a phishing campaign related to Covid-19 as an 
entry point for an elaborated stealer malware attack on Ukrainian government agencies by 
alleged APT28 spilled over to Georgian government enterprises. Before this, the NotPetya 
malware attack in 2017 targeting Russian critical infrastructure rapidly spread to E.U. 
powerhouses like Maersk, Merck, FedEx, and many others. 

In this report, we can also observe how threat actors like BlueHornet/AgainstTheWest 
have even started targeting Chinese, Hon Kong, and Belarusian infrastructure while initially 
announcing activities against Russia. It has been quite vocal about targeting North Korea and 
Iran too.
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Cyberwarfare is not a new development for the world. A lower intensity version of cyberwar 
was witnessed during the Armenia-Azerbaijan conflict in 2020. However, the Russia-Ukraine 
conflict is at an entirely different level of scale and sophistication. The conflict scenario 
is highly dynamic and intense, and we observe new tactics, techniques, and procedures 
employed by threat groups every day. The events of the last month have brought about a 
substantial change in the perspective of countries and corporations towards cybersecurity. 
We are observing higher spending on building cyber resilience, implying there would be a 
higher risk of future protracted cyber conflicts in the future. 

The targeting of state-owned entities to disrupt essential services has been a long-followed 
practice in both conventional and cyber conflicts. However, we have not observed any 
criticality being developed in the present conflict, which reflects constraints being observed. 

The employment of cyber weapons seems to be to disorient the government machinery and 
not harm the populace. However, a very thin line exists between dissuading an adversary 
and causing irreparable damage. The intrusion in Chinese, Hong Kong, and Belarusian 
infrastructure is primarily aimed at deterring them from supporting Russia. 

The sheer amount of disinformation in any hybrid war leads to added difficulties for the 
governments and monitoring agencies to decipher actionable intelligence from the clutter. 
The massive claims by various threat actors about their claimed compromises, breaches, and 
leaks in the present conflict have posed an enormous challenge for cyber threat intelligence 
companies to validate their claims.

Conclusion
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Cyble is a global threat intelligence SaaS provider that helps 
enterprises protect themselves from cybercrimes and exposure 

in the Darkweb. Its prime focus is to provide organizations 
with real-time visibility to their digital risk footprint. Backed by 

Y Combinator as part of the 2021 winter cohort, Cyble has 
also been recognized by Forbes as one of the top 20 Best 

Cybersecurity Start-ups to Watch In 2020. Headquartered in 
Alpharetta, Georgia, and with offices in Australia, Singapore,  

and India, Cyble has a global presence.  
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